
AOMT Authentication
Wireframes 

Scenario: New User
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ATIP Online for Government of Canada Institutions

Proceed to ATIP 
Online Tools

ATIP Online Management Tools (AOMT)
• Receive your requests electronically online
• Track the status of your requests
• Deliver your request reply electronically online

AOMT 
Service 
Initiation 
Page

Public Web

All Users

AOMT Requires Secure Authentication!
As a new user you will need to take the following steps:
• Step 1: authenticate through Sign-in Canada (GCKey, Securekey, other)
• Step 2: set up secure 2-factor authentication (requires either Yubikey or smartphone app)
• Step 3: Create your user profile (requires secure code for your institution)
• Step 4: Validate your email (requires you to access your email account)



https://atip-aiprp.tbs-sct.gc.ca/en/

Continue to sign-in partnerContinue to GCKey

Choose a secure sign-in method
Chooser 
page

SIC

Account  User

If requester 
chooses to sign 
in they are 
pointed to SIC 
chooser page
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GC Key login

SIC

GCKey User



https://atip-aiprp.tbs-sct.gc.ca/en/

GCKey
Continue

SIC

GCKey User
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Secure Authentication

Authenticate 
Smartphone app

To protect your security and privacy of Canadians AOMT uses secure 2-factor 
authentication
You must make a 2FA service account to:
• Receive your requests electronically online
• Track the status of your request(s)
• Deliver your request reply electronically online

Authenticate 
with Yubikey

I already have 
a Yubikey

System knows if 
user hasn’t set 
up an account 
before and 
brings them to 
2FA Home

2FA

I want to use my 
smartphone

Cancel

Exit

New User

Home

You may use either a Yubikey token or set up your smartphone to serve as a token.
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Select a smartphone authenticator application
You must either have a smartphone authenticator application already installed or download one.

Already have an app installed?
Open the app and select add or create a new token

Generate QR 
Code

Exit

Need to install an app?
Select and install one of the authenticator apps from our approved list.

Once you are ready generate a QR code to scan

User must 
install app on 
phone if they 
don’t already 
have one

Select/ 
Install app
(Smart App)

2FA

Account  User

Back

Would rather use a Yubikey?
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Copy or scan QR code
Scan this code with you smartphone app to login

Continue

Exit

User scans QR 
code OR if 
making request 
from smart 
device they 
simply copy 
code

OR…
Can switch to 
Yubikey

QR Code

2FA

(Smart App)

Would rather use a Yubikey?

Account  User

Using your mobile device?
Copy this code and enter it on the next page 

123456

Back
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Enter verification code
Enter the code from your smartphone app

Submit code

Login code (required):

Why we need to login with 2FA

Exit

System detects 
user from 
previous login 
and directs to 
either Yubikey
or QR code scan

User enters 
login code into 
field (from their 
smartphone 
app)

QR Code

2FA

(Smart App)

Account  User

Back

Would rather use a Yubikey?
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Exit

User plugs in 
token

OR…
Can switch to 
smartphone app

Yubikey
code

2FA

(Yubikey)

Account  User

Plug in your Yubikey token now

Back

Would rather use a smartphone app or proceed as a guest?

Refresh

Refresh your screen if your 
token was not recognised
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Generate Recovery Code
You must generate a recovery code to protect your account.

Why do I need a recovery code?
If your token is lost or you use a new phone you will be unable to recover your ATIP Online 
account without a recovery code. 

NOTE: If you are currently recovering an old account you will need to generate a new recovery 
code.

User forced to 
either generate 
code or cancel 
setup

Generate 
Recovery 
Code

Exit

Generate code

2FA

Account  User
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Your Recovery Code

The continue 
button is greyed 
out until user 
acknowledges 
they have 
securely 
recorded it

Recovery 
Code

Record and store this code in a secure location!
• Do not share this code
• Do not lose this code
• This code can be used to compromise your account and you are responsible for its loss 

or misuse

Exit

I acknowledge I have securely recorded this code

Have you securely recorded this code?

GH123jk456

Continue

2FA

New User
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Your recovery code:

The continue 
button is greyed 
out until user 
acknowledges 
they have 
securely 
recorded it

Recovery 
Code

Record and store this code in a secure location!
• Do not share this code
• Do not lose this code
• This code can be used to compromise your account and you are responsible for its loss 

or misuse

Exit

I acknowledge I have securely recorded this code

Have you securely recorded this code?

GH123jk456

Continue

2FA

Account  User

AORS

Yes No

Have you securely recorded your recovery 
code? 
(write it down and put it someplace safe)
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Authentication setup complete

If 2FA is 
optional this 
should also 
include text 
encouraging 
users to use 2FA 
from now on

Redirected 
to ATIP

You have successfully set up authentication to secure your account.

You will now be redirected to the ATIP Online Management Tools

Exit

2FA

New User

Continue to ATIP
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Sign out

Create an account
Our system has not detected an existing AOMT user account associated to this authentication.
Please proceed to create your AOMT user profile

If you are not a new user and have previously signed up as an ATIP practitioner for a Government of 
Canada Institution please contact ATIP Online Client Support Services
How to contact client support

System knows if 
user hasn’t set 
up an account 
before and 
brings them to 
AOMT account 
setup

AOMT

New User

Submit

Security Code (required):

Where do I get this code?

Please enter the security code associated to your institution. 

Institution 
Security 
Code

User must 
establish they 
have the rights 
to create an 
account by 
entering code 
associated to 
their institution 
(provided 
securely by CS 
team)
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Create a profile

Submit

First name:

Last name:

Telephone

Address 1:

Address 2:

AOMT

New User

Create user 
profile

Cancel

email:

Re-enter email:

User must 
validate they 
are the account 
user by 
confirming the 
email
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Check your email

User sent email 
and must 
continue with 
link from their 
email account

AOMT

New User

Confirm 
email

You have successfully created your account

You have been sent an email to validate your account. Please finish the account setup process by 
opening the email and using the link contained inside.
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User now has 
access to AOMT 
Home page

AOMT

New User

Dashboard 
Home



AOMT profile recovery
If developed the AOMT user profile recovery pages



Security Code (required):

Where do I get this code?
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Create a profile
First name:

email:

Last name:

Confirm email:

Telephone

Address 1:

Address 2:
AORS

Yes No

A profile with that email address already exists!

Would you like to recover that profile?

Submit

System knows if 
user hasn’t set 
up an account 
before and 
brings them to 
2FA Home

AOMT

New User

Recovery 
Code
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Recover a profile

Enter the code you recorded when you created your account

When you created your account you were given a series of recovery codes and asked to 
record them securely. You will need to use those codes to recover your account
Answer:

Submit

System knows if 
user hasn’t set 
up an account 
before and 
brings them to 
2FA Home

AOMT

New User

Recovery 
Code
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Your profile has been successfully recovered

You are now logged into the ATIP Online Management Tools

Go to AOMT Home

System knows if 
user hasn’t set 
up an account 
before and 
brings them to 
2FA Home

AOMT

New User

Recovery 
Code
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